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Why bother with Network Protocols?

Why not just code another 0day for 
your common web server out there?











XMPP 

ÅXML as base format

ÅInstant Messaging / Middleware

ÅDecentralized Arch - Direct Federation Model

ÅaŜǎǎŀƎŜǎΥ άŦƛǊŜ-and-ŦƻǊƎŜǘέ ǘǊŀƴǎǇƻǊǘ

ÅPresence: publish-subscribe mechanism

ÅIQ (Info/Query): control, error reporting etc





! ƭƻƴƎ ǘƛƳŜ ŀƎƻ ƛƴ ǘƘƛǎ ƎŀƭŀȄȅΧ



Zombie Scan

History repeats itself, albeit 
in a slightly different way



TCP facts

ÅSend SYN probe:
Port Closed -> RST
Port Open -> SYN/ACK

ÅUnsolicited SYN/ACK -> RST

ÅUnsolicited RST -> ignore



Zombie Scan ςOpen port



Zombie Scan ςClosed port



XMPP File Transfer

Session Initiation Protocol

JINGLE

ÅXMPP as signaling channel 

ÅData -> Out-of-band channel

ÅJingle namespace (modern)

ÅIBB, SOCKS5, ICE-UDP, RAW-UDP

ÅIn-Band Bytestreams(IBB)

ÅSOCKS5 Bytestreams















Zombie Proxy Attack

A new stealthy portscanning
ŀǘǘŀŎƪ ōŀǎŜŘ ƻƴ ǘƘŜ άȊƻƳōƛŜέ 
principle.


