Abusing Network Protocols
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Why bother with Network Protocols?

Why not just code another Oday for
your common web server out there?
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XMPP

A XML as base format

A Instant Messaging / Middleware

A Decentralized ArchDirect Federation Model
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A Presence: publisBubscribe mec
A 1Q (Info/Query): control, error re

nanism

porting etc
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TCP facts

A Send SYN probe:
Port Closed> RST
Port Open> SYN/ACK
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Zombie Scag Open port

Step 1: Probe the zombie's
[P ID.
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RST; ™
P ID = 31337 &=

The attacker sends a SYN/ACK
to the zombie. The zombie, not
expecting the SYN/ACK, sends

back a RST, disclosing its IP ID.

Step 2: Forge a SYN packet
trom the zombie.

SYN "from" zombie
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The target sends a SYN/ACK in
response to the SYN that appears
to come from the zombie. The
zombie, not expecting it, sends
back a RST, incrementing its

[P ID in the process.

Step 3: Probe the zombie's
IP ID again.
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The zombie's IP ID has in-
creased by 2 since step 1, so
the port is open!




Zombie Scagn Closed port

Step 1: Probe the zombie's
[P ID.
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[P ID = 31337

The attacker sends a SYN/ACK
to the zombie. The zombie, not
expecting the SYN/ACK, sends

back a RST, disclosing its [P ID.

This step 1s always the same.

Step 2: Forge a SYN packet Step 3: Probe the zombie's
from the zombie. IP ID again.

SYN “from" zombic
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The target sends a RST (the port  The zombie's IP ID has increased
Is closed) in response to the SYN by only 1 since step 1, so the port
that appears to come from the IS not open.

zombie. The zombie 1gnores the

unsolicited RST, leaving its

IP ID unchanged.



X MPP File Transter

Session Initiation Protoco

A In-BandBytestreamg|BB)
JINGLE A SOCKSBytestreams

A XMPP as signaling channel
A Data-> Outof-band channel
A Jingle namespace (modern)
A IBB, SOCKSS5, {0BP, RAWDP




XMPP CLIENT 2

Session Initiation
Protocol

File Request {
--> SOCKS5
--> |BB

}

A

XMPP CLIENT 1 PROXY HOST



XMPP CLIENT 2

Session Initiation
Protocol
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\%ile Accept {

BB --> SOCKSS
}
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XMPP CLIENT 1 PROXY HOST



Session Initiation
Protocol

Proxy list {
--> |P1: portl (client 1)
--> P2 : port2 (proxy)

A

XMPP CLIENT 1

XMPP CLIENT 2

PROXY HOST



XMPP CLIENT 2

Session Initiation
Protocol

Case 1:
Chose IP1:portl (client 1)

File Transfer

XMPP CLIENT 1 PROXY HOST



XMPP CLIENT 2

Session Initiation
Protocol

Case 2:
Chose IP2:port2 (proxy)
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XMPP CLIENT 1 PROXY HOST



XMPP CLIENT 2

Session Initiation
Protocol

Case 3:
Every proxy combination
failed.

Error 404:
"item-not-found"”

XMPP CLIENT 1 PROXY HOST



Zombie Proxy Attack

A new stealthyortscanning
Faddlr O ol aSR
principle.
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delay differs depending on whether the proxy
port is open or filtered.



Attack steps

1. Send file request. Advertise SOCKS5 only.
2. I]‘ receiverA accepts, send proxy Ii§t fillgd with
UlF NHSuUQa Lt | RRNbaa
3. If you get the error message in Glseconds,

port Is open.

4. If you get error message in > 10 seconds, po
IS filtered.

5. Goto 1 until all hosts/ports scanned.




Zombie Proxy

Attack XMPP ZOMBIE

File Request {
-->SOCKS5

}

ATTACKER SCANNED TARGET



Zombie Proxy
Attack

XMPP ZOMBIE

V 4
; il File Accept {
\</ --> SOCKS5
}

ATTACKER SCANNED TARGET



Zombie Proxy
Attack

XMPP ZOMBIE

Proxy list {
--> target|P : portN

}

ATTACKER SCANNED TARGET



Zombie Proxy
Attack

XMPP ZOMBIE

SYN probe {
--> targetlP : portN

ATTACKER SCANNED TARGET



Zombie Proxy

Attack XMPP ZOMBIE

Case: open port

'\/\ last ACK
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SYN/ACK

ATTACKER SCANNED TARGET



Zombie Proxy

Attack XMPP ZOMBIE

Case: open port

& SOCKS5 CONNECT
-

ATTACKER SCANNED TARGET



Zombie Proxy
Attack

XMPP ZOMBIE
Case: open port

ATTACKER SCANNED TARGET



Zombie Proxy

Attack XMPP ZOMBIE

Case: open port

Total delay < 1-5 seconds

Error 404:
"item-not-found"

ATTACKER SCANNED TARGET



Zombie Proxy
Attack

XMPP ZOMBIE

SYN probe {
--> targetlP : portN

ATTACKER SCANNED TARGET



Zombie Proxy

Attack XMPP ZOMBIE

Case: filtered port

ATTACKER SCANNED TARGET



Zombie Proxy

Attack XMPP ZOMBIE

Case: filtered port

Total delay > 10 seconds

Error 404:
"item-not-found"

ATTACKER SCANNED TARGET



Postmortem

A delayl (open port) < delay?2 (filtered port)
Al ' yQU | OOdzNF St & aol
(e.g. HTTP 1.1). delayl = delay2 because

server ignores SOCKS5 probe and waits for
more requests

A delay3 (closed port) < delayl



Attack Automation

File auteaccept feature

+ Social Engineering
= automation

defaultplugin




SE made easy

Internationalization

JIDs:
full Unicode range



