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Why bother with Network Protocols?

Why not just code another 0day for 
your common web server out there?











XMPP 

ÅXML as base format

ÅInstant Messaging / Middleware

ÅDecentralized Arch - Direct Federation Model

ÅaŜǎǎŀƎŜǎΥ άŦƛǊŜ-and-ŦƻǊƎŜǘέ ǘǊŀƴǎǇƻǊǘ

ÅPresence: publish-subscribe mechanism

ÅIQ (Info/Query): control, error reporting etc





! ƭƻƴƎ ǘƛƳŜ ŀƎƻ ƛƴ ǘƘƛǎ ƎŀƭŀȄȅΧ



Zombie Scan

History repeats itself, albeit 
in a slightly different way



TCP facts

ÅSend SYN probe:
Port Closed -> RST
Port Open -> SYN/ACK

ÅUnsolicited SYN/ACK -> RST

ÅUnsolicited RST -> ignore



Zombie Scan ςOpen port



Zombie Scan ςClosed port



XMPP File Transfer

Session Initiation Protocol

JINGLE

ÅXMPP as signaling channel 

ÅData -> Out-of-band channel

ÅJingle namespace (modern)

ÅIBB, SOCKS5, ICE-UDP, RAW-UDP

ÅIn-Band Bytestreams(IBB)

ÅSOCKS5 Bytestreams















Zombie Proxy Attack

A new stealthy portscanning
ŀǘǘŀŎƪ ōŀǎŜŘ ƻƴ ǘƘŜ άȊƻƳōƛŜέ 
principle.



LǘΩǎ ŀƭƭ ŀōƻǳǘ 
timing.



¢ŜŎƘƴƛǉǳŜΩǎ ǇǊƛƴŎƛǇƭŜ

¢ƘŜ άƛǘŜƳ-not-ŦƻǳƴŘέ ŜǊǊƻǊ ƳŜǎǎŀƎŜΩǎ ǘƛƳŜ 
delay differs depending on whether the proxy 
port is open or filtered.



Attack steps

1. Send file request. Advertise SOCKS5 only.

2. If receiver accepts, send proxy list filled with 
ǘŀǊƎŜǘΩǎ Lt ŀŘŘǊŜǎǎ ŀƴŘ ƻƴŜ ƻŦ ƛǘǎ ǇƻǊǘǎΦ 

3. If you get the error message in < 1-5 seconds, 
port is open.

4. If you get error message in > 10 seconds, port 
is filtered.

5. Goto 1 until all hosts/ports scanned.

























Post-mortem

Ádelay1 (open port) < delay2 (filtered port)

Á/ŀƴΩǘ ŀŎŎǳǊŀǘŜƭȅ ǎŎŀƴ ǇǊƻǘƻŎƻƭǎ ǿƛǘƘ ǇƛǇŜƭƛƴƛƴƎ 
(e.g. HTTP 1.1). delay1 = delay2 because 
server ignores SOCKS5 probe and waits for 
more requests

Ádelay3 (closed port) < delay1



Attack Automation

File auto-accept feature

+ Social Engineering
= automation

defaultplugin + iChax



SE made easy

Internationalization

JIDs:

full Unicode range 


