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whoami

e Exploiting TCP and the Persist Timer Infiniteness
(Phrack #66)

 Abusing Network Protocols (stealthy
portscanning through XMPP exploitation)

* Nmap developer, Ncrack author

e Startup ventures

@ithilgore
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http://phrack.org/issues/51/11.htmltarticle



http://phrack.org/issues/51/11.html#article
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loading. . . .

Chain 14, UMIT Recover from SMTP- sstp.guordion.co.uk
File 23
rom adrion. sponnoiguardiaon. co. uk

ht detoils conf ASAP

BOT

L i man | rosslguardion. co. uk

Beturn-Path: <adrion.sponnolguardion. co.ulks

very-Date: 17:48:%5 +0100

eceived: from soil.guordion.co.uk ([195.72.171.30]) by mail.guardion. net.ulk with
td 1Dshinf -088230-Bb for simon, rossPguordion.co.uk; 17:48:55 0100

-“-”_“ — Ervelope-To: simon, rossiiguordion. co.uk
o Message-1d: <GADTODAGADF 7T12458130ATELILI26731112055AFguardion. co. wk> Mime-Version: 1.8
ast login:19:91:41 on console
Relcome to CRIV
LLOM Interagency Controct Metwork 6674 Sent, $mn ar
u-a,.,l :.l?ae-r.:n - mcolerand shom tog 443 - Flight-(M5C)-2538 Fri 17 Nov 2006 Flight-(MSC)-2539 Fri 17 Nov 2006
Outbound Return
Flight 2538 Mo - s top Flight 2539 Non-stop
Stotus: Confirmed (WK) Stotus: Confirmed (MK)
Class of Service: Euro (M) Cless of Service: Euro (M)
Depart: @6:00 AN Arrive: 08:00 MM Deport: 12:00 MM Arrive: 1:85 P
Fri 17 Nov 2006 Fri 17 Nov 2006 Fri 17 Nov 2006 Fri 17 Nov 2006
| Meathrow Arpt (LTR) Citta Di Torine Arpt (TRM) Citta Di Torine Arpt{TRN) Heathrow Arpt (LTR)
' London Turin Turin London
Terminal N Terminal C Terwinal C Terwinal
Eticket ref mo: 2HITEN

Travel services ref no:  UND38934
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And many more:
http://nmap.org/movies

Elysium



http://nmap.org/movies
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> 1000 students

S5.000
stipends
Google
Summer of Code
3 — 4 months

~ 150 open source
organizations
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Past Nmap GSoC Accomplishments

Nping — generic packet crafting tool
Ncat — the modern netcat

Npcap — packet sniffing library (WPF)
Ncrack — network auth cracking tool
NSE — Nmap Scripting Engine
Zenmap — GUI for Nmap

Ndiff — diff for network scans
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http://nmap.org/ncrack

Ncrack

High speed network authentication cracking tool


http://nmap.org/ncrack
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Ncrack’s Main Features

O

Intelligent Core Engine

Service Recognition through Nmap (-oN, -oX)
Fine-grained timing control (cl, CL, to, cd, at,
T1-T5)

Built-in username/password lists

Session stop/resume

Modular architecture

Nsock based (asynchronous)

© O
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Ncrack modules

O SSH — custom opensshlib based on OpenSSH
O RDP — extremely hard protocol by MS
O SMB

e Telnet
O SIP

« FTP
e HTTP (basic/digest)
 PostgreSQL
e MySQL
Contributions —— e VNC
 POP3

e Redis
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New Ncrack 0.5 release

O New modules:
Redis, PostgreSQL, MySQL, SIP, HTTP digest
O pairwise user/pass iteration
O proxy support
O New opensshlib based on OpenSSH 7.1

https://nmap.org/ncrack
https://github.com/nmap/ncrack



https://nmap.org/ncrack
https://github.com/nmap/ncrack
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Ncrack modules TODO list:

e CVS, SVN
e Microsoft SQL

* HTTP Form
e |MAP https://nmap.org/ncrack/

e SNMP devguide.html

e LDAP
e XMPP
 Rsync, Rlogin



https://nmap.org/ncrack/devguide.html
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Greek Nmap Developers

 George Chatzisofroniou: NSE scripts, GSoC 2013
 Evangelos Deirmetzoglou: Ncrack modules
* Fotis Hantzis: Ncrack author, Nmap dey,
GSoC: {2009, 2010} - student
2016 - mentor



e Insecure.Org

Thanks for watching!
Follow me: @ithilgore

http://sock-raw.org
http://nmap.org
http://nmap.org/ncrack
http://github.com/nmap/ncrack

Questions?


http://sock-raw.org/
http://nmap.org/
http://nmap.org/
http://nmap.org/ncrack
https://github.com/nmap/ncrack
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